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1. History / Revision Control:

Version Prepare Date Author / Issued by

14-Aug-2019 Bilal Abid
Version Amended Amended Amendment Brief
Page(s) by
All Bilal Abid The Initial document created to provide detail feedback with screenshots to
Qnap for their QTS 4.4.1 beta program.
Version Review Date Issue Date Reviewed by
20-Aug-2019 05-Sep-2019 Bilal Abid

2. Purpose of the Feedback to Qnap:

The Purpose of this document is to provide detail feedback to Qnap for their QTS 4.4.1 beta program
from individual customer point of view, highlighting the Bugs, Defects and Suggestions, that can enhance
Qnap customer’s expectation and to add additional features those can benefits to all Qnap customers.

3. Disclaimer:

Author of this document is not responsible in any way for their content, images or highlighting bugs,
defect or suggestions.
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4, About Qnap Customer:

Using the Qnap for 3.5 years with model, TS-253 Pro with 8 GB RAM. Having 2+ decade of IT
professional and extensive experience.

Qnap Customer details as follows:

Customer Name: Bilal Abid
Coolbilal_Jd@yahoo.com

United Arab Emirates, Dubai

TS-253 Pro, 8GB Ram, Firmware 4.4.1

£# Control Panel x

{3+ ControlPanel s
T— Firmware version: 4.4.1.1031 CPU: Intel(R) Celeron(R) CPU J1900 @ 2.00GHz
!m TS-253 Pro . o ' o
Serial number. Memory: 8 GB (7859.0 MB usable)
5. Customer Feedback for QTS > 4.4.1 beta:

Registered to Qnap QTS 4.4.1 beta program and providing my feedbacks that includes the
following:

* Bug Report: An Error found in the development.

» Defect Report: Defect is the difference between expected and actual result in the context
of testing.

= Suggestion(s): Provide feedback to enhance the functionality.
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5.1 Overall feedback on QTS 4.4.1 (to be continued at point 6):

After installing the QTS 4.4.1.0998 beta version on Qnap model TS-253 Pro, tried the
following:

5.1.1 Bug-1:

Found the bug on QTS right top corner clicked on > admin > options > Personal image
upload and upload fail as shown in figure-2

(D Options

Options @ Upload fail

tit

@

Locate my NAS

Sleep

Q ¢

Restart

G

Shutdown

+2  Logout

Figure-1 Figure-2

5.1.2 Bug-2:

Found the bug on QTS right top corner clicked on > admin > options > Wallpaper image
upload and upload fail as shown in figure-3

® Options

Upload fail

Figure-3
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5.1.3 Fixed the Bug-1 & Bug-2:

After installing the 4t Beta version 4.4.1.1031, tried to upload the Images (figure-1&2)
without any issue. Hence the latest version fixed this issue.

Overall feedback on QTS 4.4.1 (to be continued at point 6).....

5.2 Feedback on HBS3 (Hybird Backup Sync):
5.2.1 Defect-1:

After installing the QTS 4.4.1 beta version on Qnap model TS-253 Pro. Tried to take
backup using the HBS3 with deduplicate checkbox, please note the backup target to Qnap
TS-128 (as shown in figure-4).

£ Control Panel x

4+ ControlPanel

[

|| TS-128

Firmware version: 4.3.6.1040 CPU: ARMVT Processor rev 5 (v7I)
Serial number. Memory. 974.0 MB

Figure-4

Backup process start (3TB data) and upon reaching 8% (which took some hours), it gives
error. | was not able to take screenshot for it.

=

Restore data from TS-128 back to TS-253 Pro successfully.

Started again the backup process this time without deduplication and successful
completed on TS-128. Upon completion, perform below 5.2.2 found serious issue.

Suggestion-1:

Qnap HBS3 must check the version prior to starting HBS3 backup process between the
both NAS (because TS-253 pro was on 4.4.1 beta version and TS-128 4.3.6 version — if
version is the showstopper).
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5.2.2 Bug-3 (Not Claiming / making responsible QTS 4.4.1 beta, however request to re-check
or reproduce this issue that should not appears to Qnap other customers):

After the complete successful backup (above 5.2.1), in order to use new storage features
of Qnap (as my QTS was installed 3 years earlier and kept on updating QTS but did not use
the new storage features that needs QTS formatting).

Decided to do the format Qnap model TS-253 Pro, while clicking on Control panel >
Backup / Restore > Restore to Factor Default > Restore to Factor Default & Format All
Volumes

alize HAS

ory Defauits & Format AN Ve Reset Setlings

Figure-4
h“.“ myQNAPcloud <no-reply@mygnapcloud.com= = Aug 14 at %:03 PM
coolbilal_jd@yahoo.com
Dear BAAwan,
Your device (BAAwan) was registered to QNAP ID: coolbilal_jd@yahoo.com.
QNAP ID coolbilal_jd@yahoo.com
Registered Device BAAWaN
From (United Arab Emirates)
Time 2019-08-14 18:03:29 (GMT+01:00)
Figure-5

Used Qfinder > upon restarting QTS with factor default > | was not able to found 1
harddisk. (Out of two disk 6TB each WD) in Qnap and cannot proceed for RAID-1.

| started struggling with my 1disk > tried to perform every possible action within Qnap by
reading forms with no use (as shown in figure-6 &7).
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Disk Health

Monitor disk health, temperature, and usage status using the disk S.M.A.R.T. mechanism.

NAS Host A Disk 1 v

Summary
Raw Value

SMART Information

Test

K 1 Calibration_Retry_Count 100 100 000 1] Good
Settings
12 Power_Cycle_Count 100 100 000 619 Good
192 Power-Off_Retract_Count 200 200 0oo 19 Good
193 Load_Cycle_Count 200 200 0oo 654 Good
194 Temperature_Celsius 115 108 000 37 Good
196 Reallocated_Event_Count 200 200 000 0 Good
—’ 197 Current_Pending_Sector 200 200 000 5 Warning |
198 Uncorrectable_Sector_Count 100 253 000 0
199 SATA_R-Eror_Count 200 200 000 ]
200 Multi_Zone_Error_Rate 100 253 000 0 Good
Figure-6

A SMART Information

When a S.M.A_R.T ID value from supported disk reaches the threshold set by the disk manufacturer or one of the following raw
values is above 0, the disk will be considered abnormal. (Mot including SAS drives and SSD)

1D 197: Current Pending Sector
1D 198: Uncorrectable Sector Count

This situation should not result in immediate data loss, but if it arises we recommend you to perform bad block scan, backup
your data, or procuring a replacement before the abnormal drive fails. You can also contact the disk vendor for more detail.

[ Do not show this message again

Figure-7

Please note: Indeed every hhd has life span, however the disk was not dropped,
Overheating, File System Error (before 4.4.1 beta), Virus/Malware Attack, Shut off
Computer Improperly, Shaked or Knocked, electricity failure. Qnap to re-check or
reproduce the issue (if its an issue) so that other Qnap customers should not get same
problem.

Next Step-1: | escalated to Qnap support > advised the disk 3.5 years old may not have
warranty, you may use third party software to detect or fix bad sector.

From: QNAP Noreply

To: coolbilal_jd

Sent: Thursday, August 15, 2019, 2:21:43 PM GMT+4

Subject: [QNAP Support] Ticket Q-201908-14963 has been updated [ ref: 00D6F1GV0s._5006F2KnSIm:ref ]
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QNAP Technical Support has updated the support ticket Q-201908-14963. To check this ticket, go to QNAP
Customer Portal.
A preview of the updated ticket is shown below:@ @ @

Dear Bilal
Generally HDD have around 2-3 years lifetime and as | see there is bad sector block on that HDD, and | higly
advice you to change that one with another compatbile model.

Ps: For bad sector scan, you can use 3.th party applications, just like Seagate seatool & slow format. Qnap gui also
have "smart test" and "HDD scan" options.

Ps 2: All those HDD works in same nas as same timezone. If one fails, others may fail soon, so please be careful
and get backup

Ps 3: for HDD change process, you can fallow this guide;
https://www.gnap.com/en/how-to/fag/article/what-should-i-do-if-i-see-a-disk-error-message-shown-on-the-
gnap-nas/

Ps 4: ...... (Bilal Abid removed this message for privacy concern).

@E@@

This is an automated message. Do not reply directly to this email.

If you need further assistance, contact us via QNAP Customer Portal.

Next Step-2: While connecting with PC windows 10 same 6TB WD disk (which shows in
figure5&6), performed windows deep bad sector finding. The result came with zero bad
sectors took 16hours as shown in figure-8.

BN Administrator: Command Prompt

ion is required.

3 total di

s No Bad Sectors found.
stem.

lable on disk.

allocation unit.
ion units on d
lable on disk.

Figure-8

Next Step-3: Also performed deep formatting with WD 6TB with WD tool that took
1.5days. later used 3™ party software that detected ID 197 and ID 198 (shown in figure-7),
fixed it.

Next Step-4: While adding disk back to Qnap TS-253 Pro it gives the same message.
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Next Step-5: Changed the bay, but no effect, restarted the Qnap, no effect. It shows the
same message and disk 2 (that had issue) cannot proceed for RAID-1.

Next Step-6: RESET the button from Qnap hard reset (backside of Qnap NAS more than

10sec), Restarted Qnap this time both harddisk shows and ready for RAID-1 © as
shown in figure-9, 10 & 11 and temperature of the harddisks shows 39c as shown in
figure-12.

Suggestion-2: Qnap to give option or advisory in QTS to do above step-3 (as 3™ party
does) and Qnap should give advisory in QTS to do the Qnap hard reset (backside of Qnap
NAS) to ease for Qnap customers.

I spend 4 FULL DAYS on 5.2.2 to reach on successful Step-6 (knowing the fact that | have
to replace my harddisk).

Disk Health

NAS Host

SMATT Infosmasion

Satongn

Figure-9

Figure-10
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BAAwan

= Cache
= Data = Spare = Free

None = Wa.. ™ Eror

Figure-11

System Health Hardware Information Resource Monitor

®

. Adapter1 -

Uptime
0d

$#1KBis ¥5KBIs

Good

Disk health

!

Figure-12

5.3 Feedback on VJBOD:

Due to the storage limitation, tested local NAS as VJBOD, very handy and effective
feature.

11 Storage & Snapshots:

& e <) (Z =) (i o) (& DR -

I
e

oo 2 create Storage Pool Wizard

8 vt 0.
m @ e
e 5
..... °
ikt G G~
S BemcieMAS 1251 - Remie Duk  RAD Groug 1, RAID 1, Reaty 2 Dishis)-
e Epenen:

[ — [
wom e nm Ready ™ -
S Coucty 1samen T T—
= s i
= Catn = e P ==

e T

Figure-13
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iSCSI & Fibre Channel

iSCS! Target List 5 B2 (vt ] (sosiace | (Caction +)

i (M) e Smspahats capacy locuted  Sutss
~

[ ——— Tk seson s T s
EEP——————

1100 Remn SO0 .0 (o basad LU From Stoesge ool 1}

AL Ramate; 35001 fign 2008.04 com s 2534

Thick Lun 1540068 10%  Enabled

Figure-14

Suggestion-3: Logs to be display within iSCSI & Fibre Channel.

Suggestion-4: Wizard is excellent to create iSCSI disk; however kindly add one click
removing from iSCSI & Fibre Channel to Storage. This will save lot of time.

5.4 Feedback on CacheMount:

Awesome feature really enjoyed using it. Used as cloud “Microsoft OneDrive” as well as
remote NAS “FTP”. Worked smoothly.

Remote Mount Creation Wizard

Remote storage: @ ™ cloudsevice O [E] Remote device

Cloud service @ wicrosoft OneDrive v

Connection name: Microsoft OneDrive
Cloud service: onedrive

Account

Enable Cacne: (_J)

The cloud cache function can cache files on the cloud to a local NAS. It reduces

Figure-15

Created a Remote Mount
'You can manage the remote data in File Station after the remote
mount is mounted or manage the connection and enable cache in
Mount Management.
Recently created:
‘ &‘ Microsoft OneDrive
—— Microsoft OneDrive ( / Created
FTP
Recordings ( V Created

Figure-16
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CacheMount

Mount SeveityLeset AR sevemylevls
B onagement

Icactetazun]
© msosssmm obebmi] Grsmd emcre o s Onee - o G
@ worsnm T
I o
'y
© ree— [r— [ ——————— -
¥, Gache Space a l L | - raka

® [rAS—— [ P

Licenaes @ [P— [T ——————

"

#: cacheMount "
@ oveniew Cache Space [ 2 wanage Cache space
@) neaTime stanss
B panagement
Meragement Location: Storage Pool 1 Capacity. 196.91 GB
EH OB DBIS(S) W Wi cache 0Bytels) ReadCane 00IME @ The statUs 1 upaated svery 5 miewnes,
- 1 Wirite cache kit 9345 0B @  © Free cache space: 196.05 08 Last update:2015/08/05 11:00 PM.
i " |
4T Atteanced Cache Settings ~
Event Logs
Ratio of local wrting cache storsge
Cache's 2 ihe locelresd s of The masimumis 785
u Wi cache S0%  ® Rsad cache SO
License:

2 Doweiodthe Bl un e closs automaticaby whan s moified

Apply

isonyRecord

290800 -
100%

o 1600 200

Figure-19

R Search everything

OneDrive
Files

Recent
Photos
Shared

Recycle bin

+ New v T Upload v

Files

a Uploads - Microsoft OneDrive (0
N
Getting started with On... " High Specifications PC.d... L—_ R B

Apr7 Dec 10, 2015 TIe s 16 Dl ot D UDIORBED IO T CHENE SPACH 10 T £4000 SErige. CHCHEMOUN ooy diSpIEys T M1 200 seconts.

I S S S TS S
| T

s WGRADETNG. O 110424 A oomnz

~20160114_152807jpg
Jan 14,2016

Cingayie 3 Tot 3 | Show 20 * e

Figure-18 (Microsoft OneDrive — document uploaded) Figure-19 “uploaded logs reviewed > clicking on OneDrive Option”

A\ Unable to Remove cache space

This cache space is currently being used by
CacheMount. To remove the cache space, you must

uninstall the CacheMount application.

Figure-20
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%, Storage & Snapshots (= extemal RAID Device ~ ) (# 55D overProvisioning - ) (& atier ~) (€ vuBOD/VIBOD Cloud ~ ) X O |
Storage Space Storage Pool: 1, Volume: 2, LUN: 0 Snapshot ~ 5]

Overview

Storage

 storage Pool 1 4h Warning (Threshold reached) 54578 1
Snapshot —
= [ ) cacheMount_cache 1 Removing..(18 %) Thick volume - - _ ]

S iage - f DataViol1 (System) @ Ready Thick volume - - 2406TR E— ]

Disks/\/JBOD

Storage/snapshots

Figure-21

Suggestion-5: Uploading Logs (as shown in figure-19) to be clickable in the main panel on
left hand side, new option as “action logs” under “event log shown in figure-18".

Suggestion-6: Other than, to have CacheMount from storage, there Should be option to
use any folder for CacheMount, because Qnap customer may not have free storage to
assign.

Suggestion-7: Upon removing the CacheMount from storage (as shown in figure-20),
message appears “This cache space is currently being used by CacheMount. To remove the cache
space, you must uninstall the CacheMount Application.” Why to uninstall CacheMount
Application? 2ndly please provide option along with OK as “one click” uninstall
CacheMount Application + Remove CacheMount disk from storage.

5.5 Feedback on QuMagie:

Awesome, waited for long for this feature. Excellent work done by Qnap, features analysts
/ developers. However please find the below findings for further improvements for Qnap

customers.

‘D Multimedia Console

; X Overview Multimedia Services: Enabled @ @)
) Overview

Status
Monitor indexing and thumbnail generation for multimedia content.

Content Management

T E Index [&] Thumbnail
Thumbnail Generation comPIEted @ compIEted @
Last update: 2019/08/31 01:21:07 Last update: 2019/08/24 23:14:37
. Total files: 139852 Total files: 879
Transcoding
Multimedia App Suite Content Information
View contents and the five most frequently used tags.
g A Engines
(3 Contents > Top 5 Tags
Photo Video Music
Photos: 115976 Add tags Add tags Add tags
Videos: 21132
Music: 2744

Figure-22
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5.5.1 Defect-2:

Added photos folder into Multimedia Console > Photostation > (as shown in figure-23)
and can see in FileStation path.

Content Management

n () ® e A S R
2 patavan Wlimedin > hote-saton >

QuMagie Photo Station Video Station Music Station Qsirch DLNA

[ Content Sources
Browse multimedia content in the following source locations using Photo Station. To add or remove source locations, click Edit.

Content sources: 3 Multimedia/photo_station/BeautifulPakistan/

Usedspace: 1562 Viimadalghet-saionaniy h 11
Photos: 1846 - » [ @Recently-Snapshot
Videos: 33 »© @Recycle
» [ HappyGet
Edit » [ Movies
Excluded System Sources 4 [ photo_station
» [0 BeautifulPakistan
+ 03 Family
» [ private
Figure-23

QuMagie> Created Smart Album, “Daddy” took very long time for photo detection 80%
was done. However | shut down the TS-253 pro. Upon next day, | was not able to see
Smart Album “Daddy” with 0 photos and 0 videos (as shown in figure-24) in QuMagie,
however in PhotoStation | can see 1048 Photos and 12 Videos (as shown in figure-25).
4 QuMagle

B selectedt

" " X \FS %
| . A= 3 Ny 1 )

L
=

Albums View v

Lego Land Dubai 20-Dec-2016
321 photos. 21 videos

8
Figure-24

Photo Station

Shared Photos

Folder

Album
Qphoto Instant Upload
People

Shared Center

Recently
Trash Can
Beautiful Pakistan Daddy <= Lego Land Dubai 20-Dec-2016
(<1434 WO LELY [=] 1042 W12 =327 W27 L3
Figure-25
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e el & . Edit Smart Album

&= - h- ﬁr ( 4 . | AR (;‘:
S o1 o, *_g,_;\_\;m _;ga \ 1
(=] ?&‘ o A" '"4 i L; 0

g ] :
2 uk } { W' Voucan crese a smrt sbum to sutomaticlly seech h photosand videos hatmatch the 2 "
ERI& el 4.4 AR VR g
% , \
L _ 1% Album e

Lol
ﬁ'ﬁ? B - - ‘
4 | | e 3
g ¥ ' * Privilege settings Only me == v l - -
"
2
Specify the search criteria:
Albums
Source Path == Muttimedia/photo_station/Family/Dady/ € + Add
v
Figure-26

5.5.2 Defect-3:

Added Smart Album in QuMagie with same name & same path, must have validation not
to created duplicate album names on same path.

44 QuMagle

&

® P

& Selectea2

| o [Gaep L2

=] 1 i B

X <9 L
< e
gty

Albums

Doddy Lego Land Dubai 20-Dec-2016
photos. 0 videos 321 photos. 21 videos

8
Figure-27

5.5.3 Defect-4:

QuMagie > Also tried that Smart Album “Daddy” to re-recognize the faces by going into
settings and clicking on Object Recognition (as shown in figure-28), but not of use.
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=l = —an ¢ -
i L4 ’ 8 AN ‘*
¥ Tl T

e »
" .t 2P .\_i Content Management  QuMagie Core  Backup / Restore  Miscelaneous |~
Sty Lad = e N ke

Albums

Figure-28
5.5.4 Defect-5:

QuMagie > smart album title “Daddy” in QuMagie, display 1048 photos and 12 videos (as
shown in figure-29). However upon clicking the “Daddy” album inside empty display 0
photos and 0 videos (as show in figure30).

S P
0N QuMm agle Content Management 3
g .
r A = ® b s
- QuMagie Photo Station Video Station Music Station Qsirch DLNA
=]
[ Content Sources
@ Browse multimedia content in the following source locations using Photo Station. To add o remove source locations, click Edit
Content sources: 4 ultimedia/photo_station/BeautifulPakistan,
Used space: 1.5GB
Photos: 1846 g
Videos: 33 -
Keyw :
Edit f
Albums
New Album Beautiful Pakistan Lego Land Dubai 20-Dec-2016
434 photos, 0 videos 321 photos, 21 videos
Figure-29
[ ] .
H -
£ QuMagle Q & i
(d “ |Daddy 0 photos, 0 videos |*= view v

| @ N
B
o

There are currently no photos/videos available now.

Figure-30
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5.5.5 Defect-6 Security / Privacy issue:

QuMagie > smart album title “Daddy” permission was assigned to “only me” as QNAP
admin role as Administrator and vicplayer user is having “everyone” role (as shown in
figure-31).

) PhotoStation 6 Manage

ws | AR ; W B VY- o-e—— O @ oo i R
e i o Shared Photos
T/, Edit Smart Album Folder Album Settings
Edit User Group . - - -

mmmmmmm cptoyer | 4=

Album Name: | Dadd)
Album ’
Privilege settings: |Only me <=
Qphoto Instant Upload

People
Shared Center
Filetype: [ Photo [ Video
Recently
Source Path:
Trash Can photo_station/Family/Dad.

Add
Beautiful Pakistan
434 W80

Specify the search criteria:

Add

Figure-31

However using the AppleTV > Qmedia > Username as > vicplayer > can view the album
“Daddy” whereas the admin user as “only me” having access (as shown in figure-31) that
considered as security / privacy breach.

IP address:

I Username:  vicplayer

Password:
Port:
SSL:

Remember password:

® BANG BANG

} ‘Recently Imported Videos
.

2 2016-12-21 2016-12-20

wanges ehangiit

Figure-32
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5.6

5.5.6 Bug-4:

Upon clicking on > QuMagie > Help gives error.

C @ |‘fj,‘ 19:8080/apps/qumagie/help/ | | | Q search
£} Most Visited
Th isn't redirecti \
e page Isn't redirecting properly
Firefox has detected that the server is redirecting the request for this address in a way that will never complete.
 This problem can sometimes be caused by disabling or refusing to accept cookies.
Try Agan
Figure-33

Suggestion-8: QuMagie > add option that can to re-recognize, especially faces detection.
If it interrupted or server shut down to continue upon restarting QNAP.

Suggestion-9: QuMagie > Duplicate albums name of same path must do validation prior
to creating new same name album.

Suggestion-10: QuMagie > If a parent folder is selected in Multimedia console > Photo
Station then child folder (as shown in figure-23) must be auto recognize its content
creating smart album. We should not add the child folder again (as shown in figure-29).
Suggestion-11: QuMagie > If the album shows 0 photos and 0 videos, must have
validation before downloading and empty should not allow to download (as shown in
figure-24)

Feedback on Fibre Channel:

Very handy functionality, kindly add Logs to be display, left side mention within iSCSI &
Fibre Channel.

- iscst iSCSI Target List =

Iscst Storage Alas (0N)
Remate Disk

0 Fibre channel
70 Portn

FC Storage
FCWWPH Allases

B LN importfExport

Figure-34
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5.7 Feedback on Multimedia Console:

Indeed one of the excellent efforts by Qnap team. Given the above suggestion-10 on
Multimedia console and QuMagie that works together. Please find the further
suggestions.

) Multimedia Console

Thumbnail Generation Enabled @)

Mt Thumbnad generation may alfect system pesfomance. Go to Content Management i edi content sources.

& status

Proopese: completed [

Used Totalsize 912.2 M/ Vokume capacity 5.0 T8 —

4 Remove All Thumbnails £ Aegenerate All Thumbnails

[3 Schedule

Schedute Generate in realtime = GenersteNaw

% Advanced Settings

Laige thumbnails. 0 Generate

y image on 4K displays

mage quality: High

Figure-34

‘D Multimedia Console

Al Engines

*)  Overview

Content Management QuMagie Core provides facial recognition and object recognition engines. Note: These processes run in the background and may affect system performance.

(© Facial Recognition

Indexing

Thumbnail Generation Status: Completed

T | Progress: 100% (1825/1825) |<=
£ Restart

Multimedia App Suite

T Object Recognition

@ A Engines
Status: Completed Pause
Progress: 100% (1825/1825)
Processor. cPU N
£ Restart

Figure-35

Suggestion-12: Multimedia console > As the Indexing and Thumbnail Generation takes
very long time, it is recommended to have Import / export option (in order to backup and
restore the NAS) to save time or having another copy on remote NAS Thumbnail can be
imported there to save time (as shown in figure-34).

Suggestion-13: Multimedia console > Logs option to be added here “Event logs for
Multimedia console” as well as “Action logs” e.g which path was added / modified /
removed in Multimedia console (as shown in figure-34&35).

Suggestion-14: Multimedia console > As per the above suggestion-8, figure-35 must have
option to select paths or specific folders to re-start Facial Recognition, instead of starting
again for all path. That will save time and system resources to re-generating.
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5.8 Feedback on Qtire’s SSD:

Indeed very powerful feature, we use in our office environment in HP 3Par “Constant
optimization of data across storage tiers” when it comes to Database and critical services.
| wish to give my testing hand-on’s feedback, however my home QNAP do not have this
option.

https://www.gnap.com/solution/gtier-auto-tiering/en-us/
*Qtier is currently available in the following QNAP NAS models:

QTS 4.3.4: TDS-x89U, TES-x85/x85U (QTS), TS-x85, TS-x82/x82U, TVS-x80/x80U, TS-x80/x80U, TVS-x79U, TS-x79U, SS-
X79U, TS-x77, TVS-x73, TS-x73/x73U, TVS-x72X/x72XU, TVS-x71/x71U, TVS-x70, TS-x70/x70U, TVS-x63, TS-x63/x63U, TS-
X63X/x63XU, TVS-951X, TS-x53A, TS-x53B/x53BU, TS-x53pro, TS-x35AX, TS-x32X/x32XU.

5.9 Feedback on SSD self-encrypting Drives:

Indeed very powerful feature, however my QNAS do not have SSD option. As SSD self-
encryption from directly aligning with OS level, definitely gives boost to performance
compare to 3™ party softwares e.g Bitlocker, Truecrypt and Veracrypt. | wish to give my
testing hand-on’s feedback QNAP SSD self-encryption.

6. Overall feedback on QTS 4.4.1 (Continues):
Continues for the above point 5.1, kindly find the below feedback.

6.1.1 Defect-7:

QTS 4.4.1 > Notification Center > Unable to send message. Whereas actual message sent
to mailbox (as shown in figure-37). Kept on pop-up time to time that is annoying.

3
# X O ®
il Overview )
ail b% (B
= Notification Queu and auese
D History
/: Console] St Multi a E i
oy Senvice Accaunt and @ O Multimedia Console wisin e ultmedia e ho baawan7e@yahoo.com @ Successfully
- . Metwork & Virual Switch 201 /0023 "@yah " @ successtull
5 Symenta . Network R Virtual Switch 39 00 02 . @yahoo co uccesshully
. % Network & Virtual Switch fﬂ‘;ﬂ‘g:’“ ot 1':L:\nap' ba @ Successfully
(= e lotification 2019/08/23 e
Settings ® Power 145001 [Power] System started. ; baawan76@yahoo.com @ Successfully
) Ly 2019/08/23 [Network & Virtual Switch] Initialized  E-mail
= Network & Virual Switeh Daawan 76gEyam m Suceessfull
OB VIUal SWIEN 345000 Network & Virtual Switch. 7 o S@yanoo co @ successtlly
= F 08/ T s n X Email
@ 2 eower L E:";:;]f;’;‘f;‘r‘?;:;"“ onhlon Aug - Emal baawan76@yanoo.com @ Unableto send.
3 App Center e E:‘ﬂ‘:’;”“”' Stopped Media Streaming baawan76@yahoocom (@ Successfully
W [App Center] St d Media St
£ App Center gg?s?zm Lu”:u”?" SR AT baawan76@yshoo.com @ Successfully
= Network & Vinual Switch 20" 78319 ":‘e‘“‘”:‘ ) Suiter] Stogped baawanZ6@yanoocom (@ Successfully
fetwork & Vi e
# SystemLogs e Stapping baawan7é@yaboocom (@ Successfully
/ E I
@© £ AppCenter ﬁﬂ‘ﬁ’ﬁi‘ 18 [App Center] Stopped GVPN Service. - ma baawan76@yahoo. com @ Successfully
i Email
£ App Center ﬁﬂ‘f;-?“,” 9 [App Center] Stopped QVPN Service. o hac baawan76@yahoo.com @ Ssuccessfully
r Email
o Power Sg“?‘:gg‘”’ [Power] Shutting down NAS. S baawan76@yahoo.com @ Successfully ..
2019/08019 Email
[] View the System Logs (0] ® Power 00:41:44 [Power] Shutting down NAS. N - baawan76@yahoo com @ Successfully
) E I
L QUPN Service gg ‘:3‘ 22’ 19 [QVPH Servicel Enabled QBelt server R baawan76@yahoo com @ Successtully

Figure-36
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UK & IRELAND

| Inbox 3
Unread sn
Starred
Drafts 1 Simple yet powerful NAS Go to ONAP
Sent
Archive
Spam
Deleted ftems
~ Less 253-InfoMsg
Views Hide
P photos
B Documents
= Travel NAS Name: BAAwan
@ Tutorials Severity: Info
Date/Time: 2019/09/04 14:01:41
Folders Hide
+ New folder App Name: Power
Category: NAS Power Status
Message: [Power] System shut down on Tue Sep 3 00:59:48 GST 2019.
©2019 QNAP Systems, Inc.
Figure-37

6.1.2 Defect-8:

QTS 4.4.1 > Resource Monitoring > Processes > Qsirch > Python stopped along with
dependent applications e.g “HappyGet” (as shown in figure-39) still runs on higher CPU.
Kindly check or reproduce this issue that may end occupying higher compute resources
and effect QNAP performance.

Processes

Process Name CPU Usage Memory~

@ System Processes (157) 462% 15GB v

(@) asirch (6) 22.24% TZA5MB A
java LU;{gﬁ; 406.2 MB
python (21 96 %) 2289 MB
python "—D.:a 50.2 MB
python 0% 186 MB
python 0% 135 MB
gmonitor 0% 71 MB

= Container Station (22) 0.42% 3686 MB v

@ HybridDesk Station (32) 014% 2828 MB v

-~ . s o i A

Figure-38
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6.1.3 Defect-9:
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o

pping Python3 will
following actions:

lly perform the

* Stop its dependant applications: HappyGet 2

Do you want to continue?

Before QTS 4.4.1 > System Event Logs > [Hardware Status] CPU frequency returned to
normal. Kindly check or reproduce this issue.

—__-
Saverity Le. Oate Time
'y
o
a
o

Figure-40

Syslog Client Management

‘Source 1P

WOW factor to see QTS 4.3.5 > Security Counselor > with too good advisory. Especially
with Security Counselor 1.2.0 enhancements.

® Security Counselor

@ Overview

@ security Checkup Advanced Security Policy

B security Policy
Category Risk

Security Settings

[=]=] S

GO Security Applications Update Medium

@ Security Advisory Update Low
pdate Low
Update Low
Account High
Account High
Account Medium
Account Medium
Account Medium
Account Medium
Account Medium
Hetwork High
Network Medium

Enhance the security of your NAS with security rules that fit your needs.

Rule

5 the NAS using the latest version of firmware?
Are all NAS apps updated 10 the latest version?

Does the NAS automatically check f

Does the NAS send push notifications for hew versions of fitmare?
Does the NAS send email notifications for new versions of firmware?
Has the administrator's default password been changed?

Does the admin password contain at least 5 characters?

Do shared folders deny guest access from Microsoft Networking, Apple Networking. of FTP?

Does the NAS administrator account have 2-step verification enabled?

Does the NAS disallow NFS access to shared folders from all IP addresses?

Does the NAS force account passwords to change every 0 days?

Does the admin password contain at least one digit. one uppercass

etter, and one lowercase
letter?

Does the NAS allow Telnet connections?

Does the NAS force a secure (HTTPS) connection?

Description
Always use the most up-o-date version of firmware to ensure that known security issues are fixed

Keeping applications up-to-date will help to ensu

system security

Automatically check if @ new version of firmware is

ilable when you fog in
Enable the push service 1o receive notifications foe new versions of fimware
Enable email notifications to receive notifications that a new version of firmware is available.

The administrator's password should be routinely changed to prevent it from being hacked or quessed

A longer password length can reduce the risk of the password being cracked

Shared fokders should be configured with proper acc

§ rights to ensure file security and confidentiality.

2-step verification e

s the security
ode in addition to their password whenever they log in 10 the N
generated by an authenticator app such as Google Authenticator

accounts. Once enabled, use

time-use securit

When creating NFS permissions, avoi

llowing all IP addresses (an input value of *) access to shared

5 to prevent unauthorized ac

While it may be inconvenient t

ularly changing passwords reduces the risk of unauthorized
access.

Increasing the password complexity can reduce the risk of the password being cracked.
Telnet is an unencrypted service that may be expioited by unauthorized users

HTTPS should be used 10 ensure a secure connection 1o the NAS.

(oo |

Suggestion-15: Notification Center > to have option that selected log can be deleted. |
cannot delete (as shown in figure-36).
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7. General Suggestion to Qnap Higher Management:

Qnap has excellent strategy to have competition among their customers for the beta programs
feedback and Qnap appreciates the winner with gifts. Indeed, it is an honour for the winner to
receive the gift as well as winner name display on Qnap social media accounts and Qnap website.
Please allow me to give suggestion that indeed will be having added values for the winner and for
Qnap.

7.1 Qnap to have Winner Portal Permanently:
Qnap to have winner portal permanently so that winner can put reference URL to Qnap

website into the CV’s, to their social media accounts. That boost’s more publicity for
Qnap.

7.2 Qnap to give Certificate for the Winners:
Qnap to give certificate (Post or via email) with reference ID that can be check from Qnap

winner portal e.g Certifications. Qnap winners will add the won certificates to their
portfolio that added value to winner as well as boost’s more publicity for Qnap.

The above points suggested in Jan 2017 to Qnap team via email for Qfiling.

Certificate Sample: if needed can provide the Illustrator file to Qnap.

. QNAP r
e CERTIFICATE \FEEDBACK /2
\J',"-’- THIS CERTIFICATE IS PRESENTED TO -*-

=
272726¢ PP
Congratulation for winning the Qfiling tester global
competfition, you are selected among 30 testers

that provide the most inform ative, constructive,
and helpful feedback and win the free TS-128,

_— —_——
- DATE SIGNATURE
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8. Document Index:

Document indexing based on Bug, Defect and Suggestion quick links

Topics Brief Link to topic
QTS right top corner clicked on > admin > options > Personal image R
1.1 1in
upload and upload fail as shown in figure-2.
QTS right top corner clicked on > admin > options > Wallpaper image = i
1.2 lin

upload and upload fail as shown in figure-3.

(Perhaps Bug) Control panel > Backup / Restore > Restore to Factor
Default > Restore to Factor Default & Format All Volumes may cause 5.2.2 link
issue to harddisk.

Upon clicking on > QuMagie > Help gives error. 5.5.6 link

HBS3 with deduplicate upon reaching 8% (which took some hours), it =21 ik
.2.1lin

gives error.

QuMagie> Created Smart Album, was not able to see Smart Album S
.5.1lin

with 0 photos and 0 videos.

QuMagie with same name & same path, must have validation not to 555 ik
.5.2 lin

created duplicate album names on same path.

QuMagie > Smart Album cannot recognize faces. 5.5.3 link

QuMagie > Smart album, display 1048 photos and 12 videos, inside == Al
.5.4 lin

empty.

QuMagie > smart album permission security / privacy issue. 5.5.5 link

Notification Center > Unable to send message. Whereas actual 6.1.1

message sent to mailbox =

Resource Monitoring > Processes > Qsirch > Python stopped however 6.1.2 link
1.2 lin

still utilizing CPU.

System Event Logs > [Hardware Status] CPU frequency returned to 6.1.3 link
.1.3lin

normal.

HBS3 must check the version prior to starting HBS3 backup process .

Suggestion-1

between the both NAS.
Qnap give option or advisory in QTS to fix sectors (as 3rd party does). Suggestion-2

iSCSI & Fibre Channel > Logs to be display within iSCSI & Fibre Channel.  Suggestion-3
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Topics Brief Link to topic

iSCSI & Fibre Channel > One click removing fom iSCSI & Fibre Channel

Suggestion-4
to Storage.
Cache Mount > Uploading Logs to be clickable in the main panel on left .
. ) . Suggestion-5
hand side, new option as “action logs”.
Cache Mount > Should be option to use any folder for CacheMount. Suggestion-6
Cache Mount > “One click” uninstall CacheMount Application + .
Suggestion-7

Remove CacheMount disk from storage.
QuMagie > add option that can to re-recognize, especially faces
detection. If it interrupted or server shut down to continue upon Suggestion-8

restarting QNAP.

QuMagie > Duplicate albums name of same path must do validation

; : Suggestion-9
prior to creating new same name album.
QuMagie > If a parent folder is selected in Multimedia console > Photo
Station then child folder must be auto recognize its content creating Suggestion-10

album.

QuMagie > If the album shows 0 photos and 0 videos, must have

L . . Suggestion-11
validation before downloading (album is empty).

Multimedia console > As the Indexing and Thumbnail Generation takes

. . . Suggestion-12
very long time, it is recommended to have Import / export option.

Multimedia console > Logs option to be added here “Event logs for

] ] o A e ” Suggestion-13
Multimedia console” as well as “Action logs”.

Multimedia console > to have option, select paths or specific folders to

. - Suggestion-14
re-start Facial Recognition.

Notification Center > to have option that selected log can be deleted. Suggestion-15

General Suggestion to Qnap Higher Management > boost’s more

Suggestion
publicity for Qnap.

O 0% o% o% % % % % <% <% <% o% o% o% o 00 o% o% o% o% o% o% % % % <% o% o% o% o
EXEXEXEXEXEXEXEXEXEXEXEXEXEX XS End Of DOCUMENT %62 %8 450 450 050 650 o0 050 0 000 400 000 0 400 o0
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